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Abstract—Gradual typing effectively combines the advantages
of dynamic and static typing and is utilized in Information
Flow Control. The gradual guarantee ensures that removing type
annotations does not affect runtime behavior. However, Toro et al.
identify a tension between the gradual guarantee and noninterfer-
ence, leading many gradual security-typed languages to reconcile
these two properties. Recently, Chen and Siek’s language \izc
achieved both properties. Nevertheless, their cast calculus suffers
from scalability issues and lacks binary operators, which limits
its practical use.

In this paper, we present a partial cast calculus \? for gradual
information security based on the concept of partial label. Partial
labels serve as concise representations for security coercions
and runtime labels, simplifying the definition of label-related
operators and facilitating cast reductions within the semantics
of \P. Consequently, our calculus effectively supports binary
operators and naturally supports richer security lattices. We
formally prove both noninterference and the gradual guarantee
for \P. Furthermore, we present a gradual surface language \?
along with a compilation from surface terms to cast-calculus
terms. We prove that this compilation preserves typing, precision
relations, and observational equivalence. Finally, we extend our
calculus to accommodate unknown references and provide a
semantic interpretation of partial labels.

Index Terms—Gradual Security, Gradual Typing, Information
Flow Security, Partial Labels, Machine-checked Proofs

I. INTRODUCTION

Information Flow Control (IFC) serves as a fundamental
methodology for enforcing security policies within software
systems. It regulates the flow of sensitive data to prevent
unauthorized access or information leakage across various
security levels. Various approaches can be employed to im-
plement IFC, including static, dynamic, and hybrid meth-
ods. Static approaches leverage type-based systems [1]-[4] to
detect and mitigate potential security violations at compile-
time. However, these methods face challenges when applied
to legacy systems or rapidly evolving software environments.
In contrast, dynamic approaches [5]-[10] monitor information
flows at runtime. This flexibility facilitates policy adjustments
without necessitating extensive code modifications. However,
it may introduce additional runtime overhead. Hybrid ap-
proaches [11]-[16] enhance runtime monitoring through the
integration of static analysis techniques.
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Gradual typing [17]-[20] effectively combines the advan-
tages of dynamic and static typing, surpassing mere inte-
gration. It introduces a special annotation, %, to signify a
statically unknown type, enabling certain parts of a program
to be dynamically typed while other parts remain statically
typed. Programmers determine which parts are dynamic or
static by either omitting type annotations or incorporating them
as needed. The type system ensures the type safety of the
statically typed parts, while runtime semantics monitors the
interactions between the static and dynamic parts.

Gradual typing has been implemented in IFC, where a
specific label, such as %, is utilized to denote a statically
unknown label. Early efforts employed dynamic security la-
bels in conjunction with runtime monitoring; however, these
approaches faced challenges in reconciling gradual typing with
strong security guarantees [21]—-[25]. Since the introduction
of the gradual guarantee as a criterion for gradually typed
languages [17], researchers have explored the feasibility of
fulfilling both the gradual guarantee and noninterference prop-
erties simultaneously. However, Toro et al. [26] identified
an inherent tension between the dynamic gradual guarantee
(DGG) and noninterference (NI).

Several solutions [26]-[30] have been proposed to address
this tension, but they often necessitate compromising other
properties, such as type-guided classification (TGC) [28], [29]
(the ability to classify values through static type annotations
or casting) or no-sensitive-upgrade (NSU) checking [30] (a
runtime mechanism that prevents assignments to low-security
references when executing under high-security control flow to
block implicit information leaks).

Recently, Chen and Siek [31] proposed a novel gradual
security-typed language AZ.., which satisfies both NI and
DGG without compromising TGC and NSU. To reconcile the
tension between NI and DGG, A}, excludes the unknown
label x from runtime labels: values carry a statically known
initial label. Specifically, A%, introduces a coercion calculus
for security labels as its runtime IFC monitor. However, the
resulting coercion sequences lack conciseness, posing scalabil-
ity challenges, particularly when dealing with more complex
security label sets. Additionally, the absence of a principled
mechanism for merging coercion sequences forces ATp. to
exclude binary operators, such as arithmetic, comparison, or
logical operations, that are commonly found in other grad-
ual security-typed languages [26], [28], [30]. This restriction



significantly limits its practical applicability.

In this paper, we introduce AP, a partial cast calculus for
gradual information security, based on the concept of partial
label. A partial label is either a fully known security label or a
partial known/unknown label that is at least/most equivalent to
an associated security label. Partial labels concisely represent
security coercions and runtime labels, and extend naturally to
more complex security lattices. Moreover, partial labels facili-
tate straightforward definitions of label-related operators, such
as the join operator for combining two runtime labels. This
capability enables AP to effectively support binary operators.
Finally, partial labels simplify the semantics, type system, and
precision relations within AP, thereby facilitating mechanized
verification. In our proof conducted in Agda, we maintain an
abstract representation of the security label lattice, ensuring
that all lemmas and theorems presented herein apply to any
lattice with the required properties.

We adopt the same strategy as AT to reconcile the tension
between NI and DGG: all values, including references, carry
a statically known initial label. Although this design conflicts
with the intuitive goal of gradual typing: weaker-typed or
untyped code should interoperate seamlessly with strongly-
typed code without modification, such security annotations are
semantically necessary to maintain soundness guarantees. A
pragmatic solution is to assume a default non-secret label, so
that only high-security information demands explicit labeling,
but this solution again sacrifices the DGG: untyped code that
manipulates secrets is made to fail when it previously didn’t.
Consequently, like A}, our calculus excludes references with
unknown labels. To accommodate such unknown references
while preserving NI, we would need to maintain the initial
partial labels of references at allocation time as a guard, which
would necessitate compromising DGG.

To summarize, this paper makes the following contributions:

« We introduce the concept of partial labels (Section II),
which serves as a concise representation for security
coercions and runtime labels.

e We develop a cast calculus for partial labels (Sec-
tion III-A) and coercion labels (Section III-B), exploring
several fundamental properties of security labels.

e We propose a partial cast calculus AP for gradual in-
formation security (Section IV), which satisfies both NI
and DGG. This calculus can be readily extended to
accommodate more complex security label sets while
effectively facilitating binary operators.

o We present a gradual surface language A\ as well as the
compilation from surface terms to cast-calculus terms
(Section V). We prove that this compilation preserves
typing, precision relation and observed equivalence.

e We extend our calculus to accommodate unknown refer-
ences, albeit at the cost of sacrificing DGG (Section V-C),
and provide a semantic interpretation of partial labels
(Section VI).

e« We mechanize all lemmas and theorems in this pa-
per in Agda, available at https://github.com/SZU-SE/
Partial-Cast-Calculus-for-Gradual-Information-Security.

II. BACKGROUND AND MOTIVATION

This section establishes the necessary background on se-
curity types and gradual security types, then surveys existing
approaches to gradual IFC, highlighting their limitations. We
conclude with the key idea underlying our partial cast calculus.

A. Security Types

In an Information Flow Control (IFC) system [32], [33],
data is classified according to its inherent sensitivity level. For
instance, name is classified as a low-security value, whereas
salary represents a high-security value. Similarly, types are
also associated with security labels; for example, String, .,
is the type for strings with low security, whereas Int ., is
the type for integers with high security.

1 let name: String;,, = "alice"iow
let salary: Intpign = 18000y:

Formally, these security labels constitute a lattice with an
underlying partial order < to indicate the permissible flows
of information within a program. For instance, {1ow, high}
forms a 2-element lattice where 1ow < high.

A property that captures information flow is termed non-
interference (NI) [32], which asserts that variations in high-
security input do not cause variations in low-security output.
The following example illustrates two violations. First, passing
the high-security variable salary to a function time3 accepting
a low-security input creates an explicit flow and is thus
prohibited. Second, assigning the low-security variable pub
within a branch conditioned on the high-security variable
salary creates an implicit flow via control dependence, which
is also prohibited.

1 let time3: Intioy —iow INtiow = A X. X X 314y in
time3 (salary) // explicit flow leak
let pub: Boolioy, = falseioy in

4 // implicit flow leak
if salary > 10000 then pub = truejqy

Furthermore, no-sensitive-upgrade (NSU) [5] prevents im-
plicit flows by tracking the program counter label pc, which
accumulates the security label of all active branch conditions.
A write to a variable with label ¢ is permitted only if pc < £. In
the example above, the branch condition salary > 10000 raises
pc to high. The subsequent assignment to pub (labeled 1ow)
violates high < low, causing NSU to reject the operation
and prevent the information leak.

To characterize implicit flow in functions, a security label ¢
is utilized to represent the write effect of a function, indicating
that every assignment within the function targets a variable
with a security level meeting or exceeding /.

B. Gradual Security Types

Gradual security typing enables programmers to begin with
“unknown” labels and incrementally strengthen them over
time, rather than requiring complete static annotations upfront.
Specifically, a single placeholder label x is introduced to
annotate both types and values, which signifies an unknown
label at compile-time and will be verified at runtime [26], [28],



[30], [31]. For instance, Bool, is the type of a boolean whose
security label is unknown at compile time. The set of primitive
labels along with the unknown label % are collectively referred
to as gradual labels. The placeholder x serves as the most
permissive static approximation: the type system never rejects
a program for lack of annotations, yet it still enforces the
intended security policy—statically where possible, dynami-
cally where necessary. For example, the following code snippet
defines a square function that accepts an argument bearing
any security label at compile time:

let square: Inty —4 Inty = A Xx. x X X
Inthigh —n

> let squarep: yh —*high =
let squarer: Intiow —low INtiow = A

Gradual security typing further affords significant flexi-
bility. In contrast, under a purely static typing discipline,
implementing the square function would force a choice be-
tween two unsatisfactory alternatives: (i) over-approximating
the argument’s label as high, potentially rejecting otherwise
valid programs; or (ii) under-approximating it as 1 ow, thereby
compromising security. One could instead define separate
monomorphic versions for each label, but this sacrifices code
reuse and introduces combinatorial complexity. Label poly-
morphism abstracts over security labels, offering a principled
alternative. But it requires explicit type annotations or so-
phisticated type inference, and forces call sites to explicitly
instantiate polymorphic functions at concrete labels. Conse-
quently, integrating polymorphic functions with unannotated
code often introduces friction at boundaries, whereas gradual
typing supports such interactions natively via implicit runtime
checks.

A precision order C is defined for gradual security labels,
where ¢ T % for any gradual label g and ¢ C ¢ for any
specific security label ¢. This precision order extends to types
in a natural way, so for example, Bool;,, —1oy BoOl o, T
Bool, —4 Booly. Dynamic gradual guarantee (DGG) [17]
is introduced as a criterion for gradually typed languages,
mandating that the dynamic behavior of a gradual type system
should be consistent with the behavior of a static type system
in a gradual manner. Specifically, DGG asserts that less precise
security type annotations in a program should not cause more
errors and is expected to yield a less precise result.

Type-guided classification (TGC) [26], [31] in gradual in-
formation flow control requires upgrading the runtime label
associated with a value during a runtime type cast. This
mechanism ensures that the dynamic label of the value remains
consistent with its newly assigned static type.

C. Cast Calculus for Security Labels

In the following, we will focus on cast calculus specifically
designed for security labels, wherein basic types are omitted.
This cast calculus forms a fundamental aspect of a program-
ming language equipped with gradual IFC. We will discuss
diverse design approaches adopted by various programming
languages, highlighting how they navigate the tension between
noninterference and gradual guarantee.

Assuming a security label lattice denoted as LABEL, let
¢ represent a specific label from LABEL and g represent a
gradual label from LABELU {x}. Let p denote a runtime label
associated with values during execution. The cast with respect
to security labels is represented as p (g) = p’, which indicates
that a runtime label p is cast by the gradual label g, resulting
in another runtime label p’!.

ML-GS [22] employs specific labels as the initial labels
for values, and subsequently upgrades the runtime labels
if the target label is superior than the source one (e.g.,
low (high) = high), while disregarding any gradual
information (e.g., low (*) = low). However, ML-GS does
not satisfy the DGG concerning labels. Considering the above
two casts, * is less precise than high, but the resulting label
low does not exhibit less precise compared to high, both of
which are fully known.

To ensure DGG, GLIO [28] and A% [29] check the cast op-
eration but never changing their labels when coercing values.
Consequently, this effectively addresses the issues associated
with the aforementioned counterexamples. But this approach
leads to a loss of TGC. For instance, when coercing a low
value to high, the resulting label remains 1ow, following the
label cast rule low (high) = low. However, the resulting
value is expected to be typed/labeled as high. Moreover,
if a further cast with low is applied afterward, this cast
process surprisingly succeeds, which should blame due to an
inappropriate cast from high back to low.

GSLger [26] is designed based on the principles of Ab-
stracting Gradual Typing (AGT) [34], [35]. It incorporates the
unknown label * as the initial labels of values and employs the
label intervals to represent runtime labels. However, these label
intervals primarily serve as an evidence for dynamic checks
of consistent subtyping involved in cast operations, making
the cast operations on labels somewhat complex?. Moreover,
GSLg.s identifies an inherent tension between NI and DGG,
which fundamentally stems from the dynamic heap updates.
Consider the following two programs:

//Program 1: less precise, more dynamic
let x: Ref Boolhign = ref truenig
let y: Ref Bool, = ref trueyx

4+ if Ix then y := false,;,

5 //Program 2: more precise, more static

6 let x: Ref Boolnign = ref truenign

let y: Ref Boolhign = ref trueniq,
¢ if Ix then y := falsenig

The lower program executes without errors. However, an issue
arises with the upper program: (i) Allowing the assignment in
line 4 implies = should be classified as high, yet y remains
usable as a low variable, violating NI. (ii) Disallowing it
breaks DGG. To preserve NI, GSLg.s employs an extra check
on the dynamic heap updates, which compromises DGG.
Similarly, WHILE® [30] is a simple imperative language
that integrates gradual IFC based on AGT, it addresses the

The blame result has been omitted for the sake of simplicity.

2If we focus on the label cast applied to values, the interior or refining
operators in GSLget or WHILES are fundamentally equivalent to our straight-
forward reduction rules presented in Figure 1.



tension between DGG and NI by statically collecting the write
effects of the untaken branch while dynamically upgrading
relevant references for both branches. For instance, in the
example above, y would be upgraded to at least high to
ensure NI. However, extending this approach to in a setting
with higher-order functions, such as our calculus, would signif-
icantly complicate the tracking of such information. Moreover,
this strategy comes at the cost of abandoning NSU checking.
Consider the following program:

I // heap: [y+> falseiow]
if falsenign then y := truenigy

Under the NSU model, the assignment inside the branch is
never executed, so the value of y remains false and its
label stays low. In contrast, the hybrid model employed by
WHILES upgrades the label of y to high due to the potential
assignment within the high-security condition.

ATse [31] resolves the tension by revisiting a design choice
in GSLges: allowing the unknown label x as the initial values
labels. Traditionally, this unknown label % indicates a lack of
static information rather than a lack of dynamic information.
By eliminating * from the runtime labels and defaulting
literals to low, Aj.. is able to fulfill all relevant properties.
In particular, A7 introduces a coercion calculus for security
labels that encompasses aspects such as security coercion, co-
ercion sequences, reduction rules, and composition of coercion
sequences. Runtime labels are expressed as label expressions
consisting of a specific label followed by a sequence of
security coercions. However, irreducible coercion sequences
(i.e., coercion sequences in normal form) lack conciseness,
which poses scalability challenges, especially with complex
security label sets. Furthermore, the calculus offers no prin-
cipled way to merge two coercion sequences, forcing ATz to
exclude binary operators, such as arithmetic, comparison, or
logical operations, that are commonly found in other gradual
security-typed languages [26], [28], [30], thereby restricting
its practical applicability. We illustrate these issues in the
following section.

D. Limitations of X5z

Space and Scalability Issues. Values in A% . are associated
with a label expression that consists of an initial concrete
label followed by a potentially empty irreducible coercion
sequence. While semantically precise, this representation can
be verbose. For instance, the values 20000, (low;high)
and 12000, ., (1ow;mid;*) can indeed be further simplified
to 20000 and 12000——, respectively?.

Moreover, determining whether a term qualifies as a value
necessitates identifying the normal form of its coercion se-
quence. However, since normal forms are defined recur-
sively, this process involves non-trivial checks. For instance,
low;high;x is recognized as a normal form, whereas
low;x;high is not. Furthermore, operations on coercion
sequences are defined enumeratively through an explicit listing

3This latter sequence suggests that the value is at least mid, implying that
mid cannot be omitted.

of all possible normal forms. Consider the stamp operator in
A¥ec. Which promotes the security of a coercion sequence
to at least the specified security label and serves to capture
the implicit flow. For the two-point lattice {1ow, high}, this
operator already requires six distinct normal forms.

The scalability limitations become apparent in richer secu-
rity lattices. Take a financial system with two teams and one
department whose respective labels are mid;, mid,, and mid
with mid < mid; and mid < mid, (indicating that team data
are more private than departmental data). Beyond low and
high, this lattice contains at least five distinct labels, yielding
exponentially more ascending sequences (i.e., normal forms)
than the six cases required for the stamp operator. Concise
normal forms are therefore essential.

Absence of Binary Operators. Binary operators, such as
arithmetic, comparison, or logical operations, are commonly
found in other gradual security-typed languages [26], [28],
[30]. However, A} does not support binary operators, which
restricts its practical applicability.

This limitation primarily arises from the inherent challenges
associated with joining two label expressions. Specifically, a
binary expression must compute the join of El;g_f u Eg;g_g,
where ¢; and f denote the initial concrete labels and the
irreducible coercion sequences for the respective values in-
volved. A straightforward approach to joining two coercion
sequences is to merge them into an ascending sequence, which
is relatively simple for a linear lattice (e.g., {1 ow, high}). For
instance, the result of 1ow LI high is 1ow;high. However,
this approach fails for non-linear lattices when attempting to
combine unrelated labels. For instance, consider the join of
low;high U low;high’, where high and high’ represent
two distinct secret labels associated with different categories
of private data. These labels are unrelated, and thus cannot
be effectively merged into a single sequence. An alternative
approach involves calculating and combining the security
labels of coercion sequences (denoted as |_|). So the result
of the above join is |low;high’| U |[low;high| = T.
However, this approach causes coercions to disappear from
values involving binary operators, with a critical consequence:
the potential loss of unknown labels, which may violate the
DGG. To illustrate, consider adding two integers with coercion
sequences low;* and low;mid. The join of these coercion
sequences is mid, which no longer incorporates any coercion
sequence and omits x entirely. Moreover, the join operation
fails to preserve the precision order. If the first value’s coercion
sequence becomes low;high (more precision than 1ow;%),
the join yields high, which is not more precise than mid.
This violates the expectation that more precise inputs should
yield more precise (or equivalent) results. Thus, no principled
method exists for merging coercion sequences in A%.. while
preserving both precision and DGG.

E. Partial Cast Calculus

Our Design Choices. We propose a cast calculus for
gradual IFC that supports rich security label lattices and
primitive binary operators, making it suitable for practical



applications. To enhance expressivity, our calculus includes
first-class functions, which are essential for abstraction and
compositional programming, as well as heap objects, which
enable mutable state and shared data structures. Regarding
security and gradual guarantees, our calculus is proved to
enforce NI, DGG, TGC, and NSU checking. To reconcile the
tension between NI and DGG, we adopt the same strategy
as ATpc: every value, including heap-allocated data, carries
a statically known initial label. To sum up, ours is the first
calculus to satisfy all these properties.

Our calculus allows programmers to explicitly annotate
constants, mutable references, and A-abstractions with specific
security labels. Unannotated values default to low. This
default is both pragmatic and justified: in realistic programs,
most literals (if not all) carry low-security sensitivity [31].
Consequently, only high-security information requires explic-
itly labeling by programmers, particularly when integrating
legacy code.

Similar to WHILES [30], we model I/O via two primitive
functions: input (£), which reads from a channel labeled
¢, and print (¢, v), which outputs value v to a channel
labeled ¢. For convenience, we provide default behaviors:
when invoked without an explicit label, input defaults to
high (modeling sensitive input) and print defaults to low
(modeling a public output channel). While these defaults cap-
ture a common sanitization scenario, they do not accommodate
inputs of unknown sensitivity.

A limitation of our calculus is its lack of support for
unknown references. To accommodate them while preserving
NI, we maintain the initial partial labels of unknown refer-
ences at allocation time as a guard (see Section V-C). This
guard, however, can reject programs that would succeed with
less precise types, thereby weakening DGG. The trade-off is
pragmatic: heap-allocated objects in legacy code lack explicit
labels, but such labels can be inferred from programmer-
provided annotations or their initial values at creation time.

In addition, declassification [36] is the controlled, explicit
relaxation of non-interference policies to permit specific high-
to-low flows while maintaining security guarantees for unau-
thorized flows, which will be explored in future work.

Partial Labels. Our cast calculus for security labels are
based on the concept of partial label, which provides a
concise representation for security coercions and runtime
labels. Firstly, inspired by cast calculus on types [37], [38],
we observe that it is unnecessary to maintain the (entire)
sequence of coercions. Instead, retaining only the source label,
target label, greatest lower bound (GLB), and least upper
bound (LUB) is sufficient for valid (i.e., ascending) sequences:
(source, GLB, LU B, target). The GLB represents the max-
imum label applicable by the sequence, whereas the LU B
indicates the minimum label that can be returned from it, For
instance, the coercion sequence x; Low;%; mid;x; high;* can
be represented as (x, Low, high,x). Secondly, when the target
label is known (i.e., not %), an identity exists between the
target label and LUB; thus preserving either one is adequate.
In contrast, when the target label is unknown (i.e., x), assuming

that LUB is ¢, we represent these two labels as ¢ ?, indicating
that the target label is partially unknown and at least equivalent
to £. Consequently, we define partial labels as follows:

pu=L]L7?

Similarly, with respect to the source label and GLB, they can
be represented as either £ or ? ¢, where ? ¢ indicates that the
source label is partially unknown and at most equivalent to /.
These representations can be viewed as the reverse facets of
p. So we define the reverse partial labels as follows:

pu=4L|?¢

Based on these definitions above, coercion sequences are
concisely represented as a pair of a reverse partial label and a
partial label: (p>p). We refer to this representation as a coer-
cion label. For instance, the above example (x, Low, high, )
can be represented as (? low > high ?). Moreover, to
reconcile the tension between NI and DGG, our calculus, like
A¥c. requires that the initial labels of values are static known
(e.g., ¥). This eliminates the need for the GLB, allowing the
runtime label ¢(p > p) to be simplified to a partial label p.

Label Operators. In addition to their space efficiency, these
concise representations facilitate clear and straightforward
definitions of operations associated with runtime labels. As
illustrated in Section III-A, the label cast is defined as follows:
casting a runtime label with a known label is successful only
when the cast label is greater than or equal to the current
runtime label. Conversely, when casting a runtime label with
an unknown label x, the runtime label may be updated to a
partial label if necessary. For instance,

low ? (high) = high low (%) = low ?

The join of two partial labels refers to their least upper bound
with respect to the partial order on security labels. To compute
it, we join the corresponding underlying security labels while
preserving the unknown part as needed. For example,

low ?Uhigh =high ? highUlow ?=high ?

These examples illustrate that joining a label that is at least
low with high yields a label that is at least high. This
join operator preserves precision monotonicity: less precise
inputs yield less precise or equivalent results. The operation
that promotes a runtime label to at least a specific security
level to capture implicit flows (i.e., the stamp operator in AT..)
can be directly expressed via the join operator. Moreover, these
operators extend naturally to more complex security label sets.

Values. In contrast to A%.., which relies on security labels
and coercion sequences, we associate each raw value with a
partial label p in the intermediate language, which serves as
a concise representation of runtime labels. For instance, the
value 12000, ,,(low;mid;*) is represented as 12000,; . 7.
Furthermore, both functions and heap objects are associated
with certain coercion labels, which function as the coercion
sequences necessary to facilitate alignment for function calls
and operations involving reading or writing heap objects. For



instance, consider the following function (referred to as f),
which associates a partial label along with three coercion
labels:

(A(Lowbhi@i)x_q; X 2. ?)<?

low

idbmid), (? highbhigh)

These labels represent the runtime label (i.e., 1ow) of the
function itself, as well as the coercions applied to its argument
(i.e., (? midpmid)), effect (i.e., (Low>high) ), and return
value (i.e., (? highp>high)).

Binary Expressions. As previously mentioned, the join of
partial labels is permissible within our framework, facilitating
effective support for binary operators. For instance, adding two
integers 20000, 4, + 12000, ., » yields 32000y; ., », where
the result label is the join of the operand labels. Moreover, if
the second operand’s label is concretized to mid-;high (i.e.,
high), the result becomes 32000,; ., , which is more precise
than high ?.

Casts. Casts mediate between the static (gradual) types and
dynamic (runtime) types, and are inserted as needed during
both compilation and evaluation phases. Applying the function
f on an integer 3., proceeds as follows, where pc denotes
the label of program counter (PC) and is assumed to be 1ow:

f(3;ow)

P (300 X 2,00 2)(? high b high)
PEE (6, 2)(? high b high)
pci}o w 6h o

pc

— 6}117: U low

pc

— 6}'1L"J:‘,

The application succeeds as both the argument cast and the
effect cast associated with function f succeed when applied
to the argument (i.e., 31, (? midpmid) — 3,:,) and PC label
(i.e., pc{low > high) — pc’), respectively. Before returning,
this result is cast according to the return cast. Furthermore,
the reduction of the function body must be safeguarded by the
label 1ow associated with the function f, which is achieved
through the promotion of the PC label and the promotion of
the result.

III. CAST CALCULUS FOR SECURITY LABELS

As mentioned in Section II-E, values in IFC carry runtime
labels (sensitivity levels) and security coercion sequences
(casts facilitating alignments). This section first introduces a
cast calculus for partial labels (Section III-A), providing a
concise representation of runtime labels and clear definitions
of related operators. It then presents a cast calculus for
coercion labels (Section III-B), extending partial labels to
compactly represent security coercion sequences.

A. Cast Calculus for Partial Labels

Let (LABEL, <, Y, A) be a security lattice, where LABEL
represents a set of security labels; the relation < denotes
the partial order among these labels, which captures the
permissible flows of information within a program; Y and A
refer to the join and meet operators of the labels, respectively.

A gradual security label g is either a static label ¢ or the
unknown label %. The partial order < can be extended to a
consistent partial order 3 on gradual labels [17], [26], where
¢ = xand x = £ for all £. A partial label p is either a
fully known label ¢, or a partially known/unknown label ¢ ?,
indicating that although partially known/unknown, the label is
at least equivalent to £.

Security label ¢ € LABEL
Gradual label ¢g == /]| *
Partial label p == £|¢7?

The precision relations of gradual labels and partial labels
are illustrated in Figure 1, where p C p’ means that the label p
is more precise than another label p’4. The precision relation
of gradual labels follows standard conventions [17], [26]. The
first two rules governing the precision relation of partial labels
are relatively straightforward. However, further clarification is
necessary for the latter two>. A partial label can be interpreted
as a set of labels, with the precision relation corresponding to
the subset inclusion: a superset denotes a less precise label.

The typing relation for partial labels is of the form - p : g,
which indicates that a partial label p is typed by a gradual label
g. The typing rules are straightforward and also presented in
Figure 1.

A label cast involves casting a partial label p by a gradual
label g, represented as p (g) = p’, where p’ denotes the
resulting label. The label cast serves to model explicit flows.
Consequently, if the cast label g is known and not higher than
the current (known) label p, then such a cast will lead to blame.
Otherwise, the partial label p is upgraded with respect to the
cast label g. The reduction rules applicable to both scenarios
are presented in Figure 1 as well.

The join of two partial labels refers to their least upper
bound with respect to the consistent partial order. It computes
the join of the corresponding underlying security labels while
preserving the unknown part as required:

e = oxe tr0r =
(ur? = (Ye)?  L?u0? =

(Y e)?
(Y ey ?

For example, joining a label that is at least 1ow with high
yields a label that is at least high. With this partial label, we
can directly employ a join operator to capture implicit flows, as
in traditional static security type systems [26]. Consequently,
the stamp and stamp! found in AT [31] become unnecessary.
Moreover, the join operator of partial labels naturally accom-
modates binary operators within expressions.

1) Properties of Partial Labels: In this section, we ex-
plore several fundamental properties for security labels. This
analysis proves crucial in developing languages with gradual
Information Flow Control (IFC) and serves as a prerequisite
for establishing noninterference (NI) and gradual guarantees
(GG) within such languages.

4We follow the precision notation used in [17], [26].
SRule (PP¢?) is superfluous, which can be drawn from Rules (PP£?) and
(PP?7?). We retain it for the sake of simplicity in mechanized proofs.
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Fig. 1. Precision, typing and cast of partial labels.

Let |p| denote the security label of a runtime label® p. For
our partial label, it is defined as follows:

o=t |02 =¢

Label cast is employed to model explicit flows. Consequently,
values must not be downgraded through cast; in other words,
a successful cast should never diminish the security label of
the runtime label. Failing to comply with this principle would
violate NI. We refer to this property as flow safety for security
labels (Theorem 3.1). NI is a fundamental property for IFC.
Consequently, all related languages prioritize flow safety and
adhere to its principles, including ours.

Theorem 3.1 (Flow safety for security labels): Let p,p’ be
two runtime labels, and ¢ a gradual label. If p (¢') = p’, then
ol < [p']-

Based on the work of Siek et al. [17], we establish static
gradual guarantee (SGG) and dynamic gradual guarantee
(DGQG) for security labels. The SGG (Theorem 3.2) states that:
decreasing the precision of a runtime label does not affect
its well-typedness, and would be typed by a gradual label
of less precision. While the DGG (Theorem 3.3) states that:
less precise label-cast should not cause more runtime errors
and is expected to yield a less precise result. As discussed in
Section II, ML-GS does not fulfill the DGG for security labels,
thereby failing to comply with the DGG at the language level.
In contrast, our calculus of partial labels adheres to both the
SGG and DGG.

Theorem 3.2 (SGG for security labels): Let p1,ps be two
runtime labels, and g; a gradual label. If p; C po, and - p; :

5Qur partial label serves as a representation of the runtime label. We utilize
this notation to ensure that any programming language can instantiate the
runtime label as its representation.

g1, then there exists a gradual label go s.t. = py : g2 and
g1 C go.

Theorem 3.3 (DGG for security labels): Let py,ps be two
runtime labels, and ¢;, g2 two gradual labels. Suppose that
p1 E p2 and g1 T go.

(1) If p1 (g1) = pi, then there exists a runtime label p} s.t.
p2 (92) = py and p C ph

(2) If p2 (g2) = blame, then p; (91) = blame.

(3) If pa (go) = ph, then either there exists a runtime label
P} st p1 {(91) = p} and pj C p), or p1 (g1) = blame.

Theorem 3.4 presents a type-based classification (TGC)
framework for security labels, which states that: if a typable
runtime label is successfully applied through cast with a
gradual label, then the type of the runtime label should be a
consistent subtype of the cast label; and the resulting runtime
label is expected to be typed as the cast label. As discussed in
Section II, GLIO and A%.. do not fulfill TGC for security
labels, thereby failing to comply with this property at the
language level. In contrast, our calculus of partial labels
adheres to TGC.

Theorem 3.4 (TGC for security labels): Let p,p’ be two
runtime labels, and g, ¢’ two gradual labels. If - p : ¢ and
p{g)=p,thentp :¢ and g 3 ¢

B. Cast Calculus for Coercion Labels

Casts can be executed one-by-one as needed. So we assert
that the calculus of partial labels is sufficient for languages
that execute cast either sequentially or using a lazy evaluation
strategy [39]. However, for higher-order and reference casts,
they are typically wrapped or attached as a coercion sequence,
which is neither concise nor efficient. In this section, we will
introduce our coercion labels, which provide a streamlined
representation of coercion sequences.

First, we introduce the reverse partial labels, which denote
that labels may be either fully known or partially known/un-
known and at most equivalent to a label ¢:

pu=L|?¢

The precision relation, typing and security label of the reverse
partial labels closely resemble those of partial labels.

A coercion label is either the unknown coercion *, a valid
coercion, or an invalid coercion, which is defined as follows:

c = ()| (ﬁp >p) | (ﬁpvgy>

where P,P € BLAMELABEL are blame positions that may
render the coercion invalid. Valid coercions are represented as
pairs of a reverse partial label and a partial label, denoted by
(p” >p), where p and p denote the source label and the target
label of the coercions, respectively; and P represents the blame
position where the application could fail. Unlike existing
work, these two labels may be partially known/unknown and
are at most or at least equivalent to a security label ¢. For
convenience, we assume that a valid coercion satisfies the
condition that its target label is greater than or equal to its
source label (i.e., [p| < |p|). This assumption eliminates the



necessity for specifying a position for the target label. The
unknown coercion () could in principle be represented as
the coercion label (? high > low ?), rendering it redundant.
However, this coercion label violates the well-formedness
condition stated above, so we retain (%) as a primitive.

Invalid coercions are represented as pairs consisting of a
partial label and a gradual label, denoted as (p”’'vg”). Intu-
itively, invalid coercions can no longer be applied. However,
coercions always proceed from left to right. Consequently,
blame can arise between the runtime label and the coercion
label regardless of whether the coercion label is valid or
invalid. For instance, in the cast of high(mid,”viow”),
it should blame at position P rather than position P. To
effectively track blame positions, we retain both the source
label and its associated position. Furthermore, to facilitate
typing and precision relations among coercion labels, it is
necessary to maintain the type information (i.e., g) for invalid
coercions. Invalid coercions are essential for tracking blame in
coercion operations and also arise in programs when security
checks fail at runtime. Moreover, invalid coercions enable the
expression of special values’, such as read-only heap objects.
For instance, casting a heap object obj with label 1ow to
and then to high succeeds in the read direction (1low = * =
high) but fails in the write direction (high = x = low),
yielding a read-only heap object.

The typing relation and the precision relation of coercion
labels are illustrated in Figure 2. Both relations are constructed
based on their corresponding relations of partial labels, respec-
tively. Note that, to maintain consistency with the SGG for
security labels (Theorem 3.2), invalid coercions exhibit greater
precision than any coercions involving types of less precision.

Figure 3 illustrates the reduction rules for the composition
c1; o of coercion labels. The first four rules address scenarios
in which one of the coercion labels is invalid. Intuitively, when
an invalid coercion label is composed with any other coercion
label, the result will invariably be an invalid coercion label.
These four rules encompass more than just this principle;
they also track and update both the source label and the
blame position based on various cases. The subsequent three
rules consider cases where one of the coercions is unknown
(i.e., (x)). Composing two unknown coercions is relatively
straightforward. In the remaining two cases, where one of
them would be a valid coercion, it suffices to update either
the corresponding source or target label as partial labels if
necessary. Finally, the last two rules aim to compose two valid
coercions. Successful composition can occur only if the target
label of the first coercion is less than or equal to the source
label of the second coercion; otherwise, such a composition
results in an invalid coercion.

The reduction rules for applying a coercion label to a
runtime label (i.e., coercion cast) are illustrated in Figure 4.
Similar to cast with a gradual label, cast with an unknown
coercion label x will update the runtime label as a partial

7 Alternatively, one could reject these values immediately upon detecting
the inconsistent coercion, thereby eliminating the need for invalid coercions.

TCx TCIA’AIR .
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E (k) ik = % P ep)ig=d
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@ty ) ig=4d
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Fp:g anEg  2Cg
FpTVg"YCd g1 = g2 C gy = gh

- gl = g
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FecC(x):g1 = g2 C*= &

PRPAIR
FPEP :q1Cgy  FpCEp :92E g

F@Tep) EG oY) =02 Cd) = gh

Fig. 2. Typing and precision of coercion labels.

label if necessary (Rule (CastCStar)). As indicated in Rules
(CastCPair) and (CastCPairB), a valid coercion can only be
successfully applied if the source label is greater than or equal
to the current runtime label; otherwise, it raises a blame at the
position associated with the source label. As previously stated,
invalid coercions can no longer be applied, but need to track
the blame position, as demonstrated in Rules (CastCBlame)
and (CastCBlameB).

1) Properties of Coercion Labels: Indeed, cast with coer-
cion labels is fundamentally built upon the principle of cast
with gradual labels. It is straightforward to define a function,
denoted as g2c, that converts a gradual label into a coercion
label:

g2e(x) = () g2¢(0) = (" > 1)

where P denotes the code position of the label /. It can
be easily demonstrated that the coercion labels preserve the
semantics of cast (Lemma 3.5).

Lemma 3.5 (Preservation of cast for coercion labels): Let
p,p’ be two runtime labels, and g a gradual label. If p (g) =
p’, then p(g2c(g)) = p'.

Cast operators can be generalized to sequences of coercion
labels by performing these operations on the resultant compo-
sition derived from the sequence:

p{c1; c2) = ples) if c1;¢0 = ¢3

We show that coercion composition preserves the semantics
of cast as well (Lemma 3.6) and adheres to the associative
property (Lemma 3.7).
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Fig. 3. Composition of coercion labels.

Lemma 3.6 (Cast Preservation for coercion composition):
Let p, p’ be two runtime labels, and c;, co two coercion labels.
p {c1;co) = p' if and only if (p{c1)) {(e2) = p'.

Lemma 3.7 (Associative property of coercion composi-
tion): Let ¢1,cq,c3 be three coercion labels. (c15¢2);¢3 =
c1; (25 ¢3).

Next, we demonstrate that coercion composition adheres
to a principle consistent with DGG: less precise coercion
composition should not cause more blames and is expected
to yield a less precise result.

Lemma 3.8 (DGG for coercion composition):  Let
¢1,¢},ca,ch be coercion labels. Suppose that - ¢ C ¢ :
g1=92C¢1 = gpandbca Ccy: g2 = g3 E gy = g3
If ¢1;¢2 = c3, then there exists a coercion label ¢} s.t.
ciich=chandFe3s C g1 = g3 C gy = g

Furthermore, we investigate several fundamental properties
presented in Section III-Al for coercion labels. We demon-
strate that the cast calculus of coercion labels also adheres to
the flow safety, DGG, and TGC. Note that, SGG is likewise

CASTCSTAR CASTCPAIR
Ip| < |pl
p () =1Ipl? p (o) =0
CASTCPAIRB

p| £ Pl
p (p"' >p') = blame P

CASTCBLAMEB

Ip| £ 1P|
p (p7'vg") = blame P

CASTCBLAME
Ip| < |l

P (]513Vgl)> = blame P

Fig. 4. Cast with coercion labels.
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C = CUnit |CBool | CRef Cin Cout | Carg — Cret
C 1= C.
b == true|false
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von=oTy
@& u= A|V

err = nsu-error P|blame P
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Fig. 5. Syntax of partial cast calculus AP

satisfied for coercion labels as illustrated in the definition of
precision relation.

IV. PARTIAL CAST CALCULUS AP

Building on our partial labels and coercion labels, we have
designed a language for gradual information-flow control that
satisfies both noninterference (NI) and the gradual guarantee
(GG). Following the structure of many other gradual lan-
guages, our framework consists of a gradual surface language
A9 (see Section V) and a partial cast calculus A\P. This section
presents our partial cast calculus AP.

A. Syntax and Typing

Figure 5 presents the syntax of partial cast calculus AP,
which serves as the core calculus addressing structures related
to casts. A type 7' consists of a raw type R and a gradual label
g. The raw type R can be Bool, Unit, a reference type, or a
function type. Note that, the function type T’ 7, S exhibits
an inherent security effect denoted by ¢. Similarly, a coercion
C is comprised of a raw coercion C' and a coercion label c,
which casts the raw types and gradual labels, respectively.

A raw value is either a boolean value, a unit, a heap object,
or a function. Heap objects are instantiated only at runtime
and are absent from the surface language (see Section V).
In contrast to previous works that rely on either security
labels or gradual labels [26], [31], we associate each raw



value with a partial label p, which serves as a concise form
of runtime labels introduced in Section III-A. Specifically, a
heap object is represented as 0“CinCout  where ¢ denotes the
security label of the referenced memory cell, Cin represents
the coercion applied when assigning a value to it, and Cout
represents the coercion used when reading a value from
it during dereferencing. Note that, to reconcile the tension
between DGG and NI, following Aj. [29] and A [31],
heap labels must be statically known, precluding unknown
references (discussed in Section V-C). Slmllarly, a function
is represented as (\°x : T.t) ”qcr” where ng,Cret respec-
tively correspond to the coercions for the function argument
and return value, and c represents the coercion for the function
effect.

AP is a variant of lambda calculus that incorporates boolean
expressions and references Most terms are conventional. The
reference term ref’ R t denotes the creation of a new memory
cell associated with ¢ in the heap. With our partial labels,
AP can effectively accommodate boolean expressions t & s,
where @ represents boolean operators like And (A) and Or (V).
There are two types of errors: non-sensitive updates (NSU)
errors nsu—error P and cast errors blame P, where the
blame label P € BLAMELABEL specifies the positions of
these errors.

The typing rules of AP are expressed in the form I';¥; g
t: T, where I' and ¥ respectively represent typing contexts for
variables and heap objects, and g denotes the type (i.e., gradual
label) of the PC label. This formulation is consistent with that
presented in GSLges, yet it is simpler than the one found in
Afzc. The difference is that Af.. enforces a stricter separation
between static and dynamic checking for NSU. Consequently,
it requires multiple universal quantifiers (V) for PC labels,
resulting in more complex typing rules for conditionals, A-
terms, and let-terms.

Figure 6 presents the typing rules for AP. Most rules are
standard. Rule (TPTR) requires CAm and CAout to be symmetric
coercions. Rule (TLAM) examines three relevant coercions to

facilitate the cast from 7 25 S to 77 25 S, Rule (TREF)
confirms that the PC type is a consistent subtype relative to
that of the reference.

B. Big-Step Operational Semantics

In this section, we present a big-step semantics for AP.
In order to clarify the properties of AP, we divide the se-
mantics into two distinct parts: normal reduction |} and error
reduction |}.. The normal reduction relation takes the form
t|p|pel vl y, which indicates that term ¢ and heap p are
evaluated under the PC label pc, resulting value v and heap p'.
A heap p is a mapping that associates heap objects with their
corresponding values. Figure 7 presents the reduction rules for
the big-step semantics of AP.

Binary Operators. The evaluation of binary operators is
straightforward (Rule (BBINARY)), due to the join operator
associated with partial labels.

Promotions. Promotion of the PC label blocks implicit
flows and is realized by the join operator. Rules (BIFTRUE)
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and (BIFFALSE) evaluate the chosen branch under a PC label
obtained by joining the current PC with the partial label of the
branch guard. Rule (BAPP) similarly promotes the PC with the
function guard and the effect coercion label before the body
is executed.

Coercions. The coercions in our calculus are represented
as a single coercion label rather than a sequence of coercions,
allowing us to cast any value in a single step. Numerous
reduction rules employ casts: Rule (BCAST) performs cast
for values along with their respective coercions; Rule (BAPP)
applies the coercion éarg to cast the argument v, and generates
both the PC cast and result cast for evaluating the function
body; Rule (BDEREF) retrieves the value from a pointer in the
heap and subsequently casts it using the coercion Cout. In Rule
(BASSIGN), the value is cast using the coercion (fout, followed
by an NSU checking before storing it into the heap. Should any
of these casting operations fail, a blame will be raised. Note
that in our calculus, coercions are applied as needed, and two
successive coercions will be composed when the associated
term is reduced to either a function or a heap object.

NSU Checking. NSU checking is specifically designed to
prevent unauthorized implicit flows that could compromise the
integrity of the heap. When confidential information is improp-
erly directed towards an incorrect heap, an nsu-error P
will be generated instead of the typical blame (refer to
Rules (EREFNSU) and (EASSIGNNSU)). Rules (BREF) and
(BASSIGN) utilize this mechanism, which dynamically verify
the safety of any implicit flow (as highlighted). Once NSU
Checking is successfully passed, Rule (BREF) will allocate
a new memory cell within the heap, where the function
{T 2P 8)) facilitates a coercion from 7' to S.

C. Meta Theoretic Results of \P

We show that AP satisfies NI and GG. In our proof con-
ducted in Agda, we maintain an abstract representation of the
security label lattice to ensure that any lattice possessing the
requisite properties can be accommodated by these theorems.

1) Address Equivalence and Noninterference: We prove NI
through an observed equivalence relation ¢ which defines
behavioral in-distinguishability from a specific observation
label ¢: two program configurations must be semantically
equivalent across all observable components (including heap,
terms, control flow, etc.) at or below £. Differences in infor-
mation above ¢ are unobservable.

Addresses allocated by an observed reference across mul-
tiple executions may diverge due to certain unobservable
references (i.e., those labeled with high-security). To address
this issue, we introduce a predicate address equivalence to
characterize the corresponding addresses allocated by an ob-
served reference over two executions. Specifically, we define
an address context A to record address equivalence relations
within the heaps of two distinct executions:

Auz=0lo=F Ao Al (01,09) ::F

~
~

A

Under the address context A, two addresses o7 and o, are
equivalent if and only if the pair (01, 02) is included in A, even
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Fig. 6. Typing rules for partial cast calculus AP

though they may not numerically equal 0; # 02. In addition to
equivalent addresses, the context A also accommodates non-
equivalent addresses. If a reference o is unobservable to the
observer, its address is recorded in the context either as o ::¥ A
for the (left) heap of the first execution, or as o ::% A for the
(right) heap of the second execution.

Theorem 4.1 establishes the NI property: given two equiva-
lent programs running under equivalent heaps and PC labels,
their resulting values and heaps preserve equivalence.

Theorem 4.1 (NI): Suppose ti,to are equivalent terms
A;0;351; 395 ge F ty ~lo ty o T, 41, o are equivalent heaps
A; 3530 F ~tbo W, and pcy, peo are equivalent PC labels
pey = peg ooge It | ps | pei Ui | opl, then there
exist A’ ¥}, ¥, s.t. the values and heaps preserve equivalence
A0 8 v &b vy T oand A/ X0 80 F ph &b .

2) Gradual Guarantee: Following the work of Siek et
al. [17], we establish the static gradual guarantee (SGG) and
the dynamic gradual guarantee (DGG). Similar to \j.. [31],
we define the precision relations for heaps, terms, and values
as follows:

X p oy (Heap)
T35 9090 FtC T C T (Term)
0TS FoCo : TCET (Value)
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Each relation is built point-wise from the precision relations of
partial labels and coercion labels defined in Section III. Note
that SGG is satisfied as illustrated in the precision relation of
terms.

Theorem 4.2 establishes the DGG property through three
distinct cases: first, if a more static program executes suc-
cessfully, then a more dynamic program must necessarily
succeed; second, if a more dynamic program fails, then a more
static program must also fail; and third, if a more dynamic
program executes successfully, a more static program may
either succeed or fail, due to inherent nondeterminism.

Theorem 4.2 (DGG): Suppose that two terms ¢,t’ are
related by precision: 0;0; ;Y ;gc;9c Ft T T E T,
two partial labels pc, pc’ are related by precision: + pc E pc’ :
gc C gc, two heap contexts X, Y’ are related by precision:
3 C ¥/, two initial heaps u, 1’ are also related by precision:
Y Fp Tyl

() Ift| | ped vl p, there exist X1, X, v’ and pf s.t.
S CXELE |y | pd § v | p, the resulting values
are related by precision: §;0;X;%) Fov C o : T C
T’, and the resulting heaps are also related by precision:
Y2 b T opd.

2) Ift' | @ | pd e err’, there exists an error err s.t.
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Fig. 7. Reduction rules for big-step semantics of AP
t]u|peleerr. relational comparisons, and Boolean connectives, while pre-

@) Ift' | ¢ | p I v | pj, then either (a) there exist
Y, ¥, vand py st Xy X, ¢ | pe b v | g, the
resulting values are related by precision: 0;(;3q;%] +
vE v : T ET, and the resulting heaps are also related
by precision: X1;%] F py T pf; or (b) there exists an
error err s.t. ¢ | p| pcle err.

V. GRADUAL SURFACE LANGUAGE \?

This section presents our gradual surface language \9.

A. Syntax and Compilation

Our gradual surface language A9 conservatively extends
A¥pc with binary operators, such as arithmetic operations,
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serving the original lightweight security annotations of the
source program. Programmers specify security labels using
only lattice constants or the unknown label x; partial labels and
coercion labels from AP are completely hidden. The syntax of
A9 is given in Figure 8.

Surface-language terms of A9 are compiled into cast-
calculus terms of AP by decorating them with appropriate
coercions and enriched types. Only well-typed terms are
admitted to compilation. Formally, we define the type-and-
compile judgement I';gc = ¢t : T ~» t/, which states that,
under typing environment I' and PC label gc, surface term ¢
has type T' and compiles to cast-calculus term t’. The core
idea is that, each consistent-subtyping relation required by
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Fig. 8. Syntax of gradual surface language A9

the typing derivation is realized as a runtime cast, annotated
with a blame label for precise error attribution. To illustrate
compilation, consider the term that casts function f from

Tow —2% low to % — % and applies it to a high value:

let f=(\"(x:1low).x)io, = (% RN *) in f true,; .

This term is well-typed, as every consistent-subtyping obli-
gation involves % and is therefore trivially satisfiable. During
compilation, the necessary casts are realized as coercions with
blame labels. Specifically, two casts arise: (i) the explicit cast
of function f from low % Tow to * *; and (ii) the
implicit cast of the argument from high to %. The first cast
decomposes into three coercions that correspond to argument,
effect and return: * = low (ie., (? lowD> low)), *x = low
(i.e, (? lowp low)), and low = x (i.e., {low> low ?)).
For the second cast, the coercion label is (high>high ?).
Consequently, the original term compiles to the following term

(? lowblow),(lowblow ?)
low

let f — ()\('7 lowblow) (ZL‘ . lOW).LI,‘)
in f (true.;,.(high>high ?))

B. Meta Theoretic Results of N9

Similar to their cast-calculus counterparts, surface terms
are related by an observation-indexed equivalence judgement
Tigc F 4 ~fo to : T, where ¢, is the observation label.
Theorem 5.1 guarantees that compilation maps equivalent
surface terms to equivalent cast-calculus terms.

Theorem 5.1 (Compilation Preserves Equivalence): Let
t1,to be two surface terms. If they are equivalent I'; gc +
t1 % ty : T, then there exist two cast-calculus terms s, so
st. 0;gckt; i T~ s, and 0;1;0;0; gc b sy ~bo sy : T

The noninterference theorem of A9 is a straightforward
corollary of the noninterference theorem for A\? (Theorem 4.1).

Theorem 5.2 (NI): Suppose t1,t are equivalent surface
terms (;gc F t; to T, pci,pce are equivalent
pcy &P pey : ge, and t, ty are compilable (; ge - t; 1 T~ s;.
If s |0 | pcd vy | pr and sa | @] pec I vo | po, then there
exist A,¥q,%5 s.t. values and heaps preserve equivalence
A 0880 Fog &b vyt T and A; 31385 F g =% o

Similar to their cast-calculus counterparts, surface-term pre-
cision is defined structurally: every corresponding sub-term
must stand in the precision relations on partial and coercion
labels.

Theorem 5.3 (Compilation Preserves Precision): Lett,t' be
two surface terms. f T E IV, gc C g, t E ¢/, T;gc ¢ : T ~

rsto
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s, ;g =t : T~ s’ then I;T7;0;0; gc; 9’ FsC s’ : T C
T.

We first establish the SGG for \9: decreasing the precision
of a surface term preserves well-typedness and yields a type
that is equally or less precise.

Theorem 5.4 (S§GG): Suppose that two surface terms ¢, ¢’
are related by precision: ¢ C ¢/, two gradual labels gc, g¢’ are
related by precision: gc C gc, two type contexts I', T are also
related by precision: I' C IV If T'; gc - t : T, then there exists
atype T' s.t. TV;gc' =t T and T C T".

Finally, we address the DGG for A\9. Similarly to NI, the
DGG of )\ can be proved as a corollary of the DGG of AP
(Theorem 4.2) and compilation preserves precision.

Theorem 5.5 (DGG): Suppose that two surface terms ¢, ¢’

are related by precision: ¢ C ¢/, two partial labels pc, pc’ are
related by precision: + pc C pc’ : gc C gc, both terms ¢, ¢/
are compilable: 0; gcb¢: T~ t; and 0; g’ Ht' : T~ t].
() Ifty | p| pecl v | p, there exist Xq,3), v’ and pf
st. Xy EX, 8 | ¢ | pd U v | 1, the resulting terms
are related by precision: 0;0;2;%) Fv C o : T C
T’, and the resulting heaps are also related by precision:
Y330 oy ol
If ¢ | ' | pd e err’, there exists an error err s.t.
ty | p| pe e err.
If ¢ | @' | p¢ | v | pf, then either (a) there exist
Y, ¥, vand py st 3y C X4, 6 | | pe Y v | pa, the
resulting values are related by precision: 0;0; ;%] +
v C v : T E T, and the resulting heaps are also related
by precision: X1;%] F pg T pf; or (b) there exists an
error err s.t. tq | u | pc e err.

@3]
3)

C. Unknown References

A limitation of our calculus is its lack of support for
unknown references, due to the tension between DGG and
NI [26]. In this section, we discuss how our calculus accom-
modates unknown references, while sacrificing DGG.

Unknown references become desirable when we wish to
import legacy code whose heap locations carry no security
labels. To accommodate them, we simply revisit the syntax
concerning references by substituting a static label ¢ with a
gradual label g:

ro .‘Ogvéinéout|... t ...‘refgqtl...

The typing rules for heap objects (Rule (TREF)) and ref-
erence terms (Rule (TPTR)) are derived by substituting the
static label ¢ with a gradual label g. The operational semantics
for heap updates (Rule (BASSIGN)) can be correspondingly
adapted, incorporating the side condition: |p| Y |pc| < g. When
g is *, this side condition is trivially satisfied. Consequently,
a high PC may silently influence an unknown reference and
subsequently leak sensitive information through a low channel,
breaking NI. To illustrate this issue, consider the following
example with two distinct execution runs where x is typed
as Ref Bool, iy, where T and F’ respectively denote true
and false. In the first run, only the assignment in line 4 is
executed, while only the assignment in line 5 occurs during



the second run. As indicated by the results of 1ow variable z,
these two runs violate NI.

1 //Rl: [+ Thign) R2: [z Flign)
> let y: Ref Boolix = ref trueioy

let z: Ref Boolioy = ref truejow

if Ix then y := falsejoy
s if ly then z := falseioy
6 //Rl: [';yHFli:w;Z’_)T;cw} R2:

[a Y= Tlow; zZ = Flow}

To enforce NI, we maintain the initial partial label at
allocation time and require that the PC label is lower than
this label and the reference content is upgraded with this label.
Intuitively, this initial label acts as a safeguard (as highlighted),
preventing the reference from being modified under any PC
label that is not lower than it.

BREF
tlplpedry | m
C= <<Rg 5P Rg>>
g,CC
1

lpe| < |p| o = fresh(j1)

refp t|p|pel ol | plo =P 1)
BASSIGN
"Cin
tlplpel o)

o—P v e sy

8|M1|PCUU/‘H2
P Y |pe| < Il
t::PS|u‘pCllUﬂitL | pzlo —? v1 Up]

Cout ‘ [

v (Cin) — 11

With this guard in place, line 4 of the first run must satisfy
high = |low ?|, which fails. If we instead initialise y as
ref truey:, the first run proceeds, but line 5 of the second
run now requires |high ?| < low, which also fails. Thus
neither execution can transmit the secret to the low variable z,
and NI is preserved.

While GSLger [26] requires the label of the original ref-
erence content to be higher than the PC label, our approach
trades some flexibility for practicality: the initial label can
be derived directly from the programmer’s annotation or the
initial value assignment and need only be annotated once,
rather than at every assignment. Moreover, our solution is more
amenable to mechanization, particularly for establishing heap-
observed equivalence in Agda.

Like GSLget, our solution sacrifices the DGG. Consider
these two programs: the gradual program creates an unknown
reference y and subsequent updates it, while the static program
creates a static reference y and subsequent updates it.

I //Program 1l: gradual

let x: Ref Boolhign
let y: Ref Booly
if Ix then y := falseioy

s //Program 2: static

6 let x: Ref Boolpign ref truenign

7 let y: Ref Boolyign = ref trueioy
if Ix then y falseiow

ref trueniqgn
ref truejoy
// fail

8

The guard |high| # |low ?| causes the gradual program
to abort, while the static program executes successfully. Thus,
erasing precision (replacing high by %) introduces a new run-
time failure, violating DGG.

VI. SEMANTIC INTERPRETATION

Abstract Gradual Typing (AGT) [34] is a framework that ap-
plies abstract interpretation at the type level to systematically
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derive gradually typed languages from existing statically typed
languages. In this section, we present a semantic interpretation
of our partial labels, which facilitates the application of AGT.

Syntactically, T = T ?, but the converse fails, since the
term trueT :: T is strictly more precise than trueT :: *.
Semantically, however, T ? denotes at least T, and since
T is the greatest element in the security lattice, T ? must
coincide with T, thatis, T C T ? and T ? T T. This
creates a mismatch between syntactic and semantic precision®.
Introducing a syntactic rule T ? C T would resolve it, but
at the cost of exposing an unintuitive rule to programmers.
Instead, we introduce a semantic-only label V¥ invisible in
surface syntax, preserving both intuitive syntactic relations and
sound semantics.

Given a security lattice (LABEL, <, Y, A), we introduce a
special label denoted by ¥ with T < V. A label interval [ is
defined as follows:

I == [¢,0]]|[¢,¥] where (€ LABEL

Partial labels can be interpreted as intervals of security labels.
Specifically, a concretization function + is defined:

v(£) [Zaé] v(?) = wv V]

Based on this interpretation, the precision relation C between
partial labels can be defined semantically:

p1 C po if and only if v(p1) C v(p2).

Similarly, an abstraction function « mapping intervals into
partial labels is defined:

a6,0) = ¢ a(le,v]) = £?

We can prove 7 and « forms a Galois connection: (1)

Vp. a(y(p)) E p; 2) VI. I C y(a(])).
The join of two partial labels pi, po can be defined:

prUps=a({li YLl | €;€v(pi)}).

To semantically define the cast of a partial label p with a
gradual label g, we extend the concretization function vy to
accommodate gradual labels: v(x) = (L ?). The cast can be
defined as follows:

p (9) = a([¢] ¥ £,¢05]) if 30 € v(p), ¢ € v(g) st. LV

where ~(p) = [¢7,£3] and ~(g) = [¢], £3].

Likewise, reverse partial labels can be interpreted as inter-
vals of security labels as well. A concretization function 4 and
an abstraction function & can be defined accordingly:

20 = (a0 a((a,f) = 24

where A is a specific label with A < 1. We can prove 4 and
& forms a Galois connection as well.

Based on the interpretation of partial labels, we define an
interpretation for coercion labels. For simplicity, only valid
coercion labels are considered. Specifically, an interpretation

8We assume that T is visible to programmers; otherwise, this issue does
not arise, and T is used in place of V.



of a coercion label is represented as a pair of two label
intervals:

(P> p)) = (7(D),7(p))

The first component denotes the range applicable under the
coercion label, while the second component indicates the range
that may be returned from it. With this interpretation, the
precision relation T between coercion labels can be defined:

(D1 > p1) C (Do & p2) iff 4(p1) C §(p2) and v(p1) C v(p2)

The cast of a partial label p’ with a coercion label (p > p) is
defined:

P (pop) = o[ B]) if 3 € v(p), 0 € 4(p) st. £ < O

where Y(p') = [, 6], 4(p) = [£2, €3], and A(p) = [¢2, (3],
The composition of coercion labels can be defined similarly.

Compared to GSLges [26], our approach to semantic inter-
pretation exhibits three main differences: First, our approach
uses specific labels ¥ and A to clarify some subtle par-
tial types, thereby preserving an intuitive syntactic relation.
Second, our approach provides interpretations not only for
runtime labels (i.e., partial labels) but also for cast sequences
(i.e., coercion labels). Third, our approach requires only two
types of intervals: [¢, ¥] (indicating at least ¢) and [A,/]
(indicating at most £), resulting in a more streamlined system.
This simplification arises from the concise representation of
valid cast sequences. Specifically, there are three types of
valid cast sequences in IFC: ascending sequences for covariant
scenarios, descending sequences for contravariant scenarios,
or equivalent sequences for invariant scenarios. An equivalent
sequence comprises a pair of an ascending sequence and a
descending sequence (as shown in references). A descending
sequence is essentially the reserve of an ascending sequence
(as demonstrated in function arguments). Therefore, only as-
cending sequences suffice and can be concisely represented as
(source, GLB, LU B, target). Moreover, for a valid ascend-
ing sequence, two specific cases need to be addressed: casting
the unknown source * to the GLB ¢ or casting the LUB /¢ to
the unknown target x. Other cases involving an unknown label
* can be verified immediately. For instance, * in 1ow;*; high
can be verified immediately.

This streamlined interpretation could facilitates the applica-
tion of AGT, which will be explored in future work.

VII. RELATED WORK

Disney and Flanagan [21] studied gradual security types
for a pure lambda calculus, which is more akin to a cast
calculi than to a gradual language. Fennell and Thiemann
proposed ML-GS [22], a monomorphic ML core language with
references and higher-order functions that implements gradual
typing for IFC, and then extended ML-GS to the object-
oriented setting in the language LJGS [24]. Nevertheless,
none of the aforementioned studies have addressed the gradual
guarantees [17].

GSLger [26] is a gradually typed higher-order language
with references, based on abstract gradual typing (AGT) [34].
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Due to the tension between them, GSLg¢s sacrifices dynamic
gradual guarantee (DGG) in favor of achieving noninterference
(NI). Our language A9 resembles GSLg.s. However, instead
of using evidences (i.e., interval pairs), we employ a more
concise representation partial label as runtime monitors. This
adjustment simplifies operators related to security labels within
A9. Moreover, we adopt the design principle from Af., which
restricts references to associate with static labels. This restric-
tion enables A9 to satisfy both DGG and NI simultaneously.
Additionally, our partial and coercion labels can be interpreted
as intervals as well. This may enhance the application of AGT
in security types, facilitating the development of a language
that meets both DGG and NI.

GLIO [28] is a gradual IFC language that supports higher-
order functions, general references, and coarse-grained in-
formation flow control with first-class labels. While it is
expressive and upholds both NI and DGG, it compromises on
type-guided classification. In contrast, our language A9, akin to
GSLger and A}, adopts a fine-grained security type system.
Prior research [40], [41] has established logical relations
between coarse-grained and fine-grained security type systems
within both static and dynamic contexts. Concerning grad-
ual scenarios, there may exist potential logical relationships
between GLIO and M9, which remains an area for future
exploration.

WHILE® [30] is a simple imperative language that supports
gradual security typing. To resolve the tension between the
DGG and NI when dealing with mutable reference, WHILES
effectively utilizes the static phase of its gradual type system
to identify the set of variables being written to in different
branches and loops, and refines their possible security labels
to implement a dynamic monitoring strategy. However, this
approach compromises NSU checking and may not be ap-
plicable to functional languages due to the presence of high
order functions. In contrast, our language \? adopts the design
principle from A7;., which restricts references to associate
with static labels. This enables A9 to fulfill both NI and DGG
while maintaining effective NSU checking.

Aszc [29] provides the first mechanized proof of noninter-
ference in a language featuring both static and gradual control.
Built on GLIO, A% also does not change the runtime label
for casting, resulting in a loss of type-guided classification.

Afpc [31] is a novel gradual security-typed language that
satisfies both NI and DGG without making any compromises
on type-guided classification and NSU. However, A\j. suffers
from scalability issues and lacks binary operators. In contrast,
our partial label offers concise representations for runtime
monitors, allowing our calculus to be easily extended to ac-
commodate more complex security label sets while effectively
facilitating binary operators. Furthermore, all theorem proofs
are mechanized in Agda.

Finally, label polymorphsim [42] relieves programmers from
writing explicit security annotations by abstracting over labels,
whereas gradual IFC abstracts from labels, allowing unknown
labels to be refined later. Faceted semantics [43] also handles
uncertainty about security labels. It encapsulates multiple



labels within a single execution; gradual IFC instead allows
values to carry the unknown label x and enforces security
through runtime casts.

VIII. CONCLUSION

We have introduced partial label, a concise representation

for

security coercions and runtime labels, facilitating the

development of a coercion calculus for security labels within
gradual security-typed languages. We have presented A9, a
gradual security-typed language, together with its associated
partial cast calculus A\?; both satisfy the gradual guarantee and
noninterference. Our calculus naturally supports richer security
lattices and binary operators. We have further explored ex-
tensions that accommodate unknown references and provided
a semantic interpretation of partial labels. All proofs of the
lemmas and theorems have been fully mechanized in Agda.
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APPENDIX

The Appendix is organized as follows: Section A presents
some properties for coercion labels and partial cast calculus.
Section B presents definitions and rules for typing, reduction,
compilation.

A. Meta Theoretic Results

1) Properties for Coercion Labels: We demonstrate that the
cast calculus of coercion labels also adheres to the flow safety
(Theorem A.1), dynamic gradual guarantee (Theorem A.2),
and type-based classification (Theorem A.3).

Theorem A.1 (Flow safety for coercion labels): Let p,p’
be two runtime labels, and ¢ a coercion label. If p {(c¢) = p/,
then [p| < [p'].

Theorem A.2 (Dynamic gradual guarantee for coercion
labels): Let py,p) be two runtime labels, and ¢, ¢’ be two
coercion labels. Suppose that - p; C p} : g1 C ¢} and
FecCd:g1= g2 Cg] = g5
(1) If p1 {¢) = po, then there exists a runtime label p), s.t.

< ") = py and = pa T ph g2 T gp
(e
(c

) If p1 'y = blame, then p; {¢) = blame.

(3) If p} (¢) = pl, then either there exists a runtime label
p2 s.t. p1 (¢) = po and - py T ph < go T gh, or py (¢) =
blame.

Theorem A.3 (Type-based classification for coercion labels):
Let p, p’ be two runtime labels, ¢ a coercion label, and g, ¢, g”
three gradual labels. If Fp: g, Fc: ¢’ = ¢ and p (¢) = P/,
then - p’ : ¢’ and g =X ¢”.

2) Properties for Partial Cast Calculus: We demonstrate
the type preservation property (Theorem A.4) of the partial
cast calculus.

Theorem A.4 (Preservation): Suppose (;X;g9c =t : T,
Fpc:ge,and S F p. If ¢t | | pcdl v | 1, then there exists
' such that ¥ C ¥/, ¥' F p/, and ;X5 gc kv : T.

Lemma A.5 establishes the properties of the heap equiva-
lence, allowing the value equivalence to align with the address
equivalence.

Lemma A.5 (Properties of Heap Observed Equivalence):
Suppose two heaps p1, 2 are observed equivalent A; X1; Xq

~te g,

(1) If two addresses o1, 0y are in the context (01,07) €F A,

then there exist two well-typed values vy, vo in the heap

and they are also equivalence A;0;¥1; 35 - vy & ~lo py

Ry, and ¢ <X /4,,.

If an address o is in the context 0; €L A, then there

exists a well-typed value v; in the heap 0;X1; L - vy :

Ry, and £ £ £,.

If an address o- is in the context oo € A, then there

exists a well-typed value vo in the heap 0; Xo; L - vy :

Ry, and £ £ ¢,,.

Programs operating under high PC labels may exhibit con-
trol flow variations. Lemma A.6 proves that heap equivalence
is preserved across different control flows when PC labels are
unobservable. This behavior occurs specifically when IF state-
ments contain unobservable conditions, allowing equivalent

@

3

17

programs to follow completely different execution branches
under high PC labels.

Lemma A.6 (Simulation under High PC Labels): Given
an observer label ¢, and two observed equivalent heaps
A 30350 F oy L2, suppose that two well-typed terms
0;3i;9c; E t; 2 Ty are evaluated ¢; | p; | pe; | v | 1 in two
unobservable PC labels |pc;| # £,, then there exist VI UDID A
s.t. heaps preserve equivalence A’; ¥7; %) - u) &% ph.

The following lemmas are to preserve the precision relation
among types or values within their corresponding contexts or
heaps. This facilitates a formal proof of DGG.

Lemma A.7 (Typing Context Precision): LetT' and I be two
typing contexts related by precision relation I' C I'V. For any
variable z, if  : T' € T, then there exists 7" s.t. z : T € TV
and T C T".

Lemma A.8 (Heap Context Precision): Let ¥ and X/ be two
heap contexts related by precision relation ¥ C X', (1) For any
address o, if o : T € X, then there exists 77 s.t. o: T" € ¥/
and T C T". (2) For any address o, if o/ : T" € ¥/, then there
exists T'st. o' : T €Xand T C T".

Lemma A.9 (Heap Precision): Let u and p’ be two heap
contexts related by precision relation X; ¥’ -y C p’. For any
address o, if 0 : T € ¥ and o : T’ € Y/, then there exist v
and v/ st.o—veEp, o—~v ey, and §;0; ;X Fu o :
TCT.

ot

B. Definitions and Rules for Typing, Reduction, Compilation

Figure 9 presents common definitions for calculus. Fig-
ure 10 presents the simplified formalization of several existing
cast calculus for security labels. Figure 11 presents precision,
typing and security label of reverse partial labels. Figure 12
presents precision relation for types. Figure 13 presents defini-
tions related to type coercion. Figure 14 and 15 present blame
reduction rules for big-step semantics. Figure 16 presents
precision relation for surface terms. Figure 17 presents rules
for typing and compilation of surface language. Figure 18
presents the observed equivalent definition of heaps. Figures
19 and 20 include the observed equivalent definitions of
PLabel, terms, values, and raw values. Figure 21 presents
observed Equivalence for surface language. Figure 22 presents
precision relation for terms of partial cast calculus. Figure 23
presents precision relation for values and coercions of partial
cast calculus.



g~9g T~7] [R~R

R~R  g~g T~T
*x~f {~ % 0~/ RgNR;/ Bool ~ Bool Unit ~ Unit Ref T ~Ref T'

T~T g~g S~ S

T4 8~T 258

939d] [RIR| |TRZT
< TT T ST
*x3yg g 3% 30 Bool = Bool Unit 2 Unit Ref T 3 Ref T’
"3IT 439 SIS RIR  g3¢
TLS3T LS Ry 3 Ry
97 d=9g" 9Xg =g
*Y g=x gY x=x% EY U =0l *x K g=x gk x=x CXRO=0x0
*Ng=g gAx=g INL=1
ryr=1 |rXir=1] |RYR=rR'" |RIR=R"
Ry YR,=(RYR), 5, Ry X R, =(RXR), 1, Bool Y Bool = Bool Unit Y Unit = Unit
Ref T Y Ref T" =Ref (T AT") TLS\?T'LS’ZTIT'QQ,SVS' Bool A Bool = Bool
Unit X Unit = Unit Ref T X Ref T' =Ref (T AT') T 5HsiT s =777 4578

TAT =S| |RAR =R']

RyANRy, = (RAR')gny  BoolABool =Bool  UnitAUnit=Unit Ref T'ARef T’ =Ref (I'AT')

T2 SAT 258 =TAT %5 SA 8

TYg=T vUp=1

RQVQ/:R ¥ rp'—lp/:Tpup’

Fig. 9. Common definitions for calculus
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oy o<t Y
b= ARy (0= ¢ () = blame

GLIO and A%
=4 Iy

GLIO = A% n= Y TN, 9PN g VN = 11 Aame
( )P g (Asec) P 0 (%) = ¢ 00y =0 Y4 <€’> = blame

| GSLier and WHILES |

refine([¢, £],v(g") = ({61, 1], [£2, &5])

. / _ _
p = (9,[6,0]) Y(*) = [L, T] V(0 = [£,4] TG ECACA)
refine([¢,0'],v(g")) = undef b < 0y A boy 11 Y by < Uy
(g,[¢,¢]) (¢') = blame refine([l1;, C1r], [C21, €2r]) = ([€11, €10 A L2r], [€11 Y Lar, £24])
=y =y
v tleg pil (%) = pils* P bx (%) = p; b % Pl () = p; ;0 pilix () = pi &1
oy Y
p;l ({') = blame p; b (') = blame
Fig. 10. Simplified formalization of several existing cast calculus for security labels
pCi|  [Fpig]  [Bl=¢]
__ €< ISP Rreee =t 2l =t
(CY LC?/ (c?y 20?0
Fig. 11. Precision, typing and security label of reverse partial labels
RC R
TCT gC g TCT SCcS
Unit C Unit Bool C Bool Ref TC Ref T TS scT 9_’> g’
TCT

gC g RC R
R, C Ry,

Fig. 12. Precision relation for types
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FCO:R= R FC:T= S

FCin:S=T FCopu:T=S

F CUnit :Unit = Unit F CBool : Bool = Bool I—Ref(fm(fout;RefT:RefS
FCarg: T' =T  Feigd =gc  FC:S=8 FC:R=R ‘Fcig=g
5 c 45 c < . /
FCarg —3 Crer : T 25 S > T 25 8 FCec: Ry = Ry

C1;Cy = Cs C1;Cy = C3

me Cin . = C’LTL3 outy s Cout2 = Coutg
CUnit;CUnit = CUnit CBool;CBool = CBool Ref le Outl;Ref éim éoth = Ref (fin3 éout3
C(LT‘QQ ; Cargl = C(Lng Cretl 3 Cret2 = C7’€t3 C2;C1 = C3 Ol; CQ = CB C1;C2 = C3
Carg1 i> Cretl ; Ca7‘g1 & C’I'€t2 = Ca'r‘gg & Cretg (Cl)cl; (02)02 = (C3>Ca
r(C) — 7' v (C) — ' v (€) — blame P
RCBooOL RCUNIT RCREF . . .
C’L’I’LQ 3 Cznl = Czng Cout1 3 Cout2 = Coutg
b (CBool) — b unit (CUnit) — unit 0tCiniCouts (CRef Cip, Couty) — 0 CinaCouts
RCLAM o X RCVALUE
C(LTg27 Cm g1 = Carg3 C2;C1 = C3 Cretl;cretz = Cretg r <C> — P <C> = p/
p ~
(A : T.t)Caran Crety (Cargy ~25 Crery) — (N2 Tt) args Crers rp (Ce) —> 1y
RCBLAME

p {¢) = blame P
rp (C¢) — blame P

(r3rsy=c¢

<<BOO]- _<P BOOlg/>> = CBOOl«ngg/»
{(Unit P’<P Unitgy))
((Ref 1)y 2 Ref S)g))

(T 25 8)y 37 (T 25 8'))

/

= CUnitggzrgy
(CRef (S 3" T) <<T 37 SN gazran

/ « C/<P ) !
(T 3P T) =T (S 2T SN ooy

(xZP5) = (%)

(Ezr ) = (o7
(xzP0)y = (247>
(ezrey = (rer)

Fig. 13. Definitions related to type coercion
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’t\u|pcl}eerr‘

EBINARYL EBINARYR EAPPL
tplpedeerr tlulpey (0 [ s |peYeerr tlp|peleerr
t®ds|plpeleerr t®ds|pl|peleerr ts|u|pe— err|m
EAPPR

tlp|pel (Na: T.tl)g‘”gC”‘ | 11 s|p1|peleerr
t5 | p]pebeerr

EAPPBLAMEARG o
tlp|pel (Nx: T,tl)gwgcret i s|pr|pel vl pe v (Carg) — blame P
ts|u|pcleblame P

EAPPBLAMEPC o
tlp|peld Nz : T.tl)g‘”gc”” | pa slpalped vl pe v (Carg) — V1 (pcUp) () = blame P
ts|u|pcleblame P

EAPPEVALLAM o
R t | H | pc ll ()\CQT : T.tl)gmgcv-et | m
slur|pelolpe v (Carg) — o1 (peUp) () = per  tilw:=v1] | pa | per Ve err
ts|plpeleerr

EAPPBLAMERET

A tlulpel \o: Tt)geroret [ s [pelolpe
v (Carg) — 01 (pcUp) {(c) = pcy tifz:=v1] | p2 | per § oo | ps Vg (Cpet) —> blame P

ts|plpcleblame P

EIF EIFTRUE
t]u|peleerr tlplped true, | s1|p1|pelp e err
if t then s else sy | u| pe | err if ¢t then s1 else so | p | pe e err
EIFFALSE

tlplpcl falsey 1 so|pa | pcUp e err
if t then s; else sy | pu | pe e err

Fig. 14. Blame reduction rules for big-step semantics (1)

21



’t\u|pcl}€err‘

EREF EREFNSU EDEREF
t]u|peleerr tlulpclolp  Ipcl £ t|p|peleerr
refp, t|p|peleerr refy, t|p|pcle nsu-error P It | p | pe e err
EDEREFBLAME EASSIGNL
t|wlpeleerr

tlu|pel Of,’éi"é°“t | p1 ol vep v {Cout) —> blame P

t|p|pcleblame P t:="s|p|pcleerr

EASSIGNR

tlplpeloySmCet [ uy s || pedeerr

t:="s|pl|pcleerr

EASSIGNBLAME
tlp|pcl of;c"”c"“" H1 s|prlped vl pe o—v € s v (Cin) — blame P’ Ip| Y |pc| < €
t:="s|p|pcleblame P’
EASSIGNNSU
tlplpel oSt [puy slplpelvlpe o=V epp v (Cin) —v1 |pl Y Ipel £
t:="s|p|pcle nsu-error P
ECAST ECASTBLAME R ELETL
t]u|peleerr tlp|pelvlu v () — blame P t|u|peleerr
let x=tins|p|pcdeerr

t(C) | | pe e err t (C) | i | pe Ibe blame P

ELETR
tlp|pelv|m sl :=v] | p1 | pe e err

let x =t in s | pu| pc e err

Fig. 15. Blame reduction rules for big-step semantics (2)

geCgd TCT tC¥ tCt  sCs tCt  sCs

rCx  unityCunity b Cby Nz Tt)) © (N T )} tsCt s tesCt' ey
tct 51 C s 59 C s tct tct
! refé) tC ref{/ t kIt

(if t then s; else s3)” C (if ' then s} else sb)
tEt’  sCs

let x=tinsCletx=t in ¢

sCs tCt TCT

tCt
=5 t=T)'c@1)”

(t:=s)" C

Fig. 16. Precision relation for surface terms
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TigeHt:T ~ s

VAR et CBooL CUNIT
Figekx: T ~x T;gck by Booly ~ by T;gckFunity: Unity ~ unity
CLAM
Ix:T;9cd F5:8 ~ 8
I;gct ()\96,1: :T.s)y (T Q—CI> S)e ~ ()\<<gc'5pgc'>>$ : T.s’)gTjPT»«SjPS>>
CBINARY
I;gckt:Bool, ~t I;gck s:Bool,, ~ s
[igckt®s:Bool, v, ~t @5
CApP

F;gcl—t:(S’g—C/>T)g'\»t’ IigckFs: 8 ~ s S35 g3 gc gc =3 gc
Tigeb (t) :T ¥ g~ (1 (S 25 T)g 37 (5757 T),)) (5 (S 37 W)

CIF
I;gctt:Bool, ~t [ige Y gFs1:51 ~ s [ige Y gk s3: 85 ~ sh S=51Y S5,

I;gck (if t then sy else 53)7 : S Y g ~ if t' then 8] (S; 37 ) else sy (So 37 S)

CASSIGN
[igckt:(Ref Ry)y ~t Tigeks: S ~ s S 2Ry g=3d ge3dg

;% gck (t:=s)" :Unit) ~t =" (S 3" Ry

CREF CDEREF
IigeFt: Ry, ~ 1t gc 3¢ g3t Digebt:(Ref T)y ~
Diget (refy t)” 1 (Ref Ry)1 ~ refy (' (Ry 37 Ro)) DigeF:T Y g ~ It
CANNO CLET
IigeckFs:8 ~ & S=2T DigeFt:T ~ ¢t Lx:T;gcks:5 ~ s
Tigeb (s )T ~ 8 (S 37 T)) Digekletx=tins: S ~letx=t ins

Fig. 17. Rules for typing and compilation of surface language
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AN S0 b =g T

NEW-EQ
A X130 g ~ fho A A;0; 81550 F (r1)e ~ (ro)e : Ry 01 = fresh(uy) 09 = fresh(us)

’

(01,02) = A; %101 1 Rel; Bafog : Re] F puafor > (1)) =° pzfoa v (r2)]

NEW-L ,
A SN0 oy &5 g Iy 0;31; LE(r1)e: Re o1 = fresh(uq)
o1 =L Ay 8101 Re]; Ba b pafor — (r1)e] ~ s

NEW-R ,
A3 S0 by &Y o 4 0;39; L (r2)e: Re 09 = fresh(us)
09 T A; 31555000 1 Ryl b ~ paloz2 — (r2)e]

UPDATE-EQ
A Y330 o ~t M2
(01,00) €F A 01:T e 0y :T €%y 01— V1 € U1 02 V> Vg € [io A;@;El;Zgl—vize vy: T

A; 21; 22 F /Ll[Ol — Ull] NZI ,LLQ[OQ — ”Ué]

UPDATE-L
A28 F g & s 0, €l A 01:TeEX, 01— V1 € U1 ;X Lo T

A; 31550 F opgfor v vy ~ 1o
UPDATE-R ,
A;El;Egi—,ul%e 2 OQELA 09 : T € 39 09 > Vg € U2 07227J_'_U/2T

A; X058 b g &Y pgfog > v)

Fig. 18. Observed Equivalence for heap
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~Low ~HIGH
<t Fp:yg Ip1| ¢ |p2l A€ Fpi:g  Fpaig

paipig maipig

’A;I’;Zl;Zg}—rl i~ rQ:RHA;F;Zl;Egl—Ul i~ vng‘

~UNIT ~BooL
A;T 3,3, Funit ~' unit : Unit AT 355 H0 ~' b:Bool
~PTR-LOW

(01,00) €A o01:Ry ey o0:Ri€Yy FCn:T=R +Cou:Ri=T

> - >
AT, - OZ)C’anout ~t Of,Czncout “Ref T
) ) 1 2

~PTR-HIGH N R
o€l A o,e®A o0:RiEX 09 : Ry € 3 FCipn: T = Ry FCput: Re =T

E ] 5 5
A;F; Zl; 22 l_ Ofaczncout ze Ogaczncout . Ref T

~LAM
AT, 2: 85180 gt &% to: T FCarg:S' =S Fc:gd = gc FCrot : T =T

AT 81,3 F (A S.tl)é“”‘gé"‘“ ~ (N : S.tz)ém‘ga'” By

~VAL-LOW
Ip| < ¢ A2 % bk = re: R Fp:g

AT RS b (), &7 (r2)p: Ry

~VAL-HIGH
Ip1] £ 0 Ipo| £ 0 I3 LE(r1)p, : Ry I3 L (r2)p, : Ry

AT 81580 b (r1)p, &7 (12)p, 1 Ry

Fig. 19. Observed Equivalence for cast calculus (1)
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AT % 805 gc bty &bty T

~VAR ~VAL

z:T€eT AT S S ko & v T

A;F;Zl;ZQ;gcl—x%el x:T

A; T35 %0, gcF vy ~ vo: T
~APP

0y (g9e Y9 o
A,F,El,ZQ,gcl_t1% tQ(S — T)g A,F,Zl,ZQ,gcl_Sl% SQ.S
A;F;El;Ez;chtlslmethSQ:Tug

~BINARY

A; T35 %0, gcF ty ~ t2 : Booly AT 31530, gcF sy ~ sp 1 Booly

AT 3530, gc bt @ sy ~ t2 @ s2:Booly 3

g/
~IF

AT 330, gcF ~ 2 : Bool, AT 81809 Y gF 51 ~ So: S

AT 815809 Y gk ) =5 s)y
A;T;31;80;gck if t then s; else s ~' if ty then sy else s5:8Y g
~REF

/ ~DEREF
AT 80 gc bt &~ to 1 Ry ge 3¢

AT 35805 9c F 1 ~Y ta 1 (RefT), ge 34

~

AT 35 %0, gc refﬁ/Z t1 ~ refﬁiZ to : Ref Ry

AT 35805 9c F 1ty ~ Ity : T Y g
~ASSIGN

A;F;El;ZQ;gC H tl Rz‘e” t2 : (Ref Rgl)g !

AT 80 gc b sp =Y 5o Ry
AT %550, ge -ty =" 5 ~ to :=" 89 : Unit |

ge3g 9349

~CAST , .
AT Y80 gc k-t &Y to: T FC:T=S
A,F, 21; 22 H t1<é> %ZI t2<é> .S

~LET

AT %5 %0 ge -t oty T AT x - T30, gc b s ~ sy S

AT 330, gck let x =11 in s ~ let T =1y in s9: 8

Fig. 20. Observed Equivalence for cast calculus (2)
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F;gc}—tl ;ijot2:T

<4, IR
I';gck unit, ~% unit, : Unity I; gc b by =% by : Booly
Doe:S;gd Ftyrboty: T 0<1, L&Y,
’ ’ / . 4 NEO 3 . 2
Digeb (A2 : Sity)g =% (M2 Sita)e: (8 25 T, [geFunity =~ unit, : Unity
044, D,z:S;9c Ft:T Ix:S:9c Fty: T 044, z:Tel
. ~Ao . ’ ’ o . ~Ao .
F,gcl—(bl)gw (bg)g.BOOlg F;gcl—()\gca::S.tl)z ~lo ()\gcl'IS.tQ)zZ (Sg—>T)g FigeFxatex: T

Tigc-t ~to t2 : Booly, T;gck sy ~oto S92 1 Boolg,
Ligekt @ s ~% ty @ sy : Bool

g1 \792

Tigekty =% ty: (8" 25 T), igek sy~ s5: 8 S =8 g 3gc gc =3 gc
Digek (t s1)7 = (ty 59)7 T Y g

T;gckty ~% ty : Bool, Tige Y gt s1 7% s9: 5, Iige Y gF s} &b s : S, S=25,Y 5,
[:gck (if t; then s; else s4)7 a% (if ty then sy else s5)7: 9 Y g

T;gekty ~% ty: (Ref Ry), Digek sy % s9: 8 S 2 Ry g=3d gc3qg
;3 gck (8 := 51)P rbo (tg := 52)P :Unit |

gkt &b to: Ry gc 3/ g3l Ligekty =% ty: (Ref T),

Tigek (refy t1)” % (refy ta)” 1 (Ref Ry) L Digebltym lty : T Y g
igek sy~ s5: 8 ST Digebty /&b ty: T D,z:T;g9ck sp~% s5: 8
T;gct (s :: T)P ~tbo (89 :: T)P : T [geklet z =11 in s ~lo let =1y in s9: 9

Fig. 21. Observed Equivalence for surface language
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FpCp gLy

Fp:g Fp' g pCp
FpCp :gCd

’F;F’;E;E';gc;gc’l—tgt’:TET/

x:TeTl z: T eI’ Oy -oCo :TCET
Oy Ygegd FaCa: TET 08 Y909 FvCo - TET

0T %% go;9¢ FtC ' i Booly, C Booly ;1% 9o 9 s C s’ : Booly, C Boolg

0158 969 Ft@sEt' @ :Booly, 4, C Booly ¥ 4

0T Y 59090 FtEE (S 9e 1,9 T), C (5 ge_ 1,9 Ty T 8909 FsCs:SC S
DT e Ysgegd FtsCt s :TYgET' Y ¢

;1% ge;9¢ FtC#' 2 Bool, C Booly
0T 8:%5ge Y gi9d YgFsiEsi:SCS 0T 5:%5gc Y g;9¢ Y g FsaCsh:SCS
[;T7:%;%gc;9¢ - if t then sy else s Cif t/ then s) elsesh: S Y gL S Y ¢

0T %% ge;9d Ft 2 (Ref S), C (Ref S')y 0T %Y 9c9d FsEs : SE S
T8 Y g g =" st :="" ¢ :Unit, CUnit,

;5% g9 FtEY - Ry C Ry ge 30 g 24
;1% gc gd - refl.‘t;uZ tC refgi t': (Ref Ry)L C (Ref Ry)L

DT %% gc,9¢ Ft - (Ref T)y C (Ref 1)y
e Ysgegd FHEW T Y gCT' Y ¢

;3% 90,9 FsCs':SC S FCCC :S=TCS =T
T8 gc,9c F s <é> Cs <é’> TCT

nr:s:ygd-tct/ . TCT FecCcd:ige=gCgd =4
0T Y 59090 () tE()Y ' TCT

;T3 Ygc9d FtCt :TCT Do T:1,2:T:%,Y9c;9¢ FsCs : SC S
T 8:% 90,9 Flet z=tinsClet 2=t ins :SC S

T %59e ¥ gigd Y g' HtE:TCET  bFpCyp :igCy
[T 5% gos gc' b prot,(t) Cprot, (t): T Y gCT' Y ¢

Fig. 22. Precision relation for terms of cast calculus
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;Y YrFrcCr: RC R

DSy FoCo TCT

;T3 Y Funit Cunit : Unit C Unit ;T3 Y FbEb:Bool C Bool

of :Rex of 1R ey
FCnCC,,:T=R,CT =R, FCout °C,,: Re=TC R, =T

[T, 8, 2 b ofiCinCout T of CinCout . Ref T C Ref T’

FeCc: ggéglggéégi Rx:Sl,F’x S1; ZZ’;gl;gil—tEt’:Tlng’
Fcargtca'rg 52:>51|:S§:>S/ l_C'r‘etECret T1:>T2ET1/:>T2I

0T 52 F (Mx: Sht) CargCret C (\°

’
¢! g
"o S A CardCrer - Sy Ty £ S 92 T

oY kFrCy :RC R FpCp :gCyq
T;F/;E;Z/I—TPET;,:RQ Eng/

FCCC Ri—RCR =Ry |[FCCC T=SCT =9

F CUnit C CUnit : Unit = Unit C Unit = Unit

FCnCC :T=SCT' =58 +FCuuCC,:S=TCS =T

F cRef Cip Couwt T CRef €, €, :Ref S = Ref T CRef §' = Ref T’

FeCd:iga= 91 Cgh=g) FCarg CTClhyy: Ta =TI C Ty =T FCret EC.

ret 81:>SQES1:>S£
'_éargi)éretccz/wg—)qet 258 =T 2 S C Ty & =S =1y 92 - 55

FCCC' :Ri=R,CR,=R, FrcCc:g1=>¢Cd =d

+ CC E Cé’ : (Rl)gl = (R2)92 E (R/l)gi = (RIQ)QQ

Y p T 0;0;5:% FoEW :TET o = fresh(u) o' = fresh(u')
0:0-0C0 Slo: T); ¥ [0 : T') + plo— v] T p'[o" — ')

DD VSN TR Y 0;0; 5, Fo Co : TCET 0:TEx o:T ey oV EU o — v ey

5 plo v] C p'lof — )]

Fig. 23. Precision relation for values, coercions, and heaps of cast calculus
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F CBool C CBool : Bool = Bool C Bool = Bool



